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Abstract

Deep neural networks are known to be vulnerable to malicious perturbations. Current methods for improving adversarial
robustness make use of either implicit or explicit regularization, with the latter is usually based on adversarial training.
Randomized smoothing, the averaging of the classifier outputs over a random distribution centered in the sample, has been
shown to guarantee a classifier’s performance subject to bounded perturbations of the input. In this work, we study the
application of randomized smoothing to improve performance on unperturbed data and increase robustness to adversarial
attacks. We propose to combine smoothing along with adversarial training and randomization approaches, and find that doing
so significantly improves the resilience compared to the baseline. We examine our method’s performance on common white-
box (FGSM, PGD) and black-box (transferable attack and NAttack) attacks on CIFAR-10 and CIFAR-100, and determine
that for a low number of iterations, smoothing provides a significant performance boost that persists even for perturbations
with a high attack norm, €. For example, under a PGD-10 attack on CIFAR-10 using Wide-ResNet28-4, we achieve 60.3%
accuracy for infinity norm €5, = 8/255 and 13.1% accuracy for €5, = 35/255 — outperforming previous art by 3% and 6%,
respectively. We achieve nearly twice the accuracy on €, = 35/255 and even more so for perturbations with higher infinity
norm. A reference implementation of the proposed method is provided.

Keywords Neural networks - Computer vision - Adversarial robustness - Adversarial examples - Noise injection -
Randomized smoothing

1 Introduction [10, 13, 22], reinforcement learning [16], speech-to-text [9],
and point cloud classification [47], to mention only a few.
Adversarial examples can also be used to improve the

performance of the DNNs on unperturbed data [17, 40, 48].

Deep neural networks (DNN5s) are demonstrating spectacu-
lar performance in a variety of computer vision tasks, but at

the same time are susceptible to adversarial examples — small
perturbations that alter the network output [18, 41]. Since
the initial discovery of this phenomenon in 2013, increas-
ingly stronger defenses [18, 20, 23, 33, 38, 49, 55, 57] and
counterattacks [1, 8, 11, 18, 28, 33, 34, 36] were proposed in
the literature. Adversarial attacks have also been shown to
occur in tasks beyond the field of image classification where
they were first discovered: in real-life object recognition [2,
7, 52], object detection [43], natural language processing
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Understanding the root cause of adversarial examples,
how they are created, and how we can detect and prevent
such attacks, is at the center of many research works. Gilmer
et al. [14] argued that adversarial examples are an inevitable
property of high-dimensional data manifolds rather than a
weakness of specific models. Accordingly, an adversarial
defense’s real goal is not to get rid of adversarial examples,
but rather to make their search difficult.

Current defense methods are based on either implicit
or explicit regularization. Explicit regularization methods
aim to increase the performance under adversarial attack by
directly incorporating a suitable term into the loss of the
network during training, usually by incorporating adversar-
ial examples for the dataset used in the training process.
In contrast, implicit regularization methods that do not
change the objective, such as variational dropout [25], seek
to train the network to be robust against any perturbations
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without taking into account adversarial examples. [15]
showed that there is a strong connection between robust-
ness to random noise corruption and adversarial robustness.
Implicit regularization seeks to exploit this connection to
achieve adversarial robustness. In particular, adding ran-
domness to the network can be an especially successful
tactic [, 20, 31, 42], since information acquired from previ-
ous runs cannot be directly applied to a current run. Another
way to utilize randomness to improve classifier robustness
is through randomized smoothing [12]: averaging the out-
puts of the classifier over some random distribution centered
in the input data point. The effects of these three approaches
(explicit regularization, implicit regularization, and smooth-
ing) do not necessarily line up with or contradict each
other. Thus, one could use a combination of the three when
devising adversarial defenses.

Previous works that discuss randomized smoothing do so
exclusively in the context of certified robustness [12, 37].
While certification is a very strong and desired guarantee,
researchers were unable to achieve practical £, certifica-
tion radii, and it is unclear whether this is at all possible [6,
27, 53]. Nevertheless, smoothing should still be considered
as a practical method to improve empirical classifier per-
formance. Therefore, we investigate the effect of smoothing
for both the clean accuracy and the adversarial robustness of
the model. We demonstrate this effect empirically on top of
adversarial regularization methods — both implicit [20, 58]
and explicit [33]. Below, we outline our main contributions.

Firstly, we study the effect of randomized smoothing on
empirical accuracy of adverserially trained classifiers, both
on perturbed and clean data. Our experiments show that
even for a small number of samples, adversarial accuracy
increases with no degradation of the clean accuracy. Also,
since the performance grows with the sample size, smooth-
ing introduces a trade-off between inference time complex-
ity and accuracy. While this effect is present even for higher
attack radii, it decreases with the number of iterations, sug-
gesting that at least some of the impact may be attributed to
random gradient obfuscation.

Secondly, in addition to the combination of smoothing
with adversarial training proposed by [37], we use smooth-
ing in tandem with methods that utilize implicit regular-
ization based on noise injection. Combining this regular-
ization with smoothing results in a substantial increase in
the smoothed classifier’s performance on both perturbed
and clean data, achieving state-of-the-art results in various
configurations. In addition, we discuss several methods of
smoothing during inference and ways to optimize a pre-
trained adversarial model to improve the accuracy of the
smoothed classifier.

Lastly, we show a relation between training the smoothed
classifier and training the base model under perturbation.
A similar relation was previously demonstrated for the
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cross-entropy loss by [12]. We, on the other hand, show a
relation for the 0-1 loss under weaker assumptions.

The rest of the paper is organized as follows: Section 2
reviews related work, Section 3 describes our proposed
method, Section 4 describes the integration of the method
with adversarial training, Section 5 provides our experimen-
tal results, and Section 6 concludes the paper.

2 Related work

Adversarial attacks were first proposed by [41] who noted
that it was possible to use the gradients of a neural network
to discover small perturbations of the input that drastically
change its output. Moreover, they posited that it is usually
possible to change the prediction to a particular class, i.e.,
perform a targeted attack. Adversarial attacks are com-
monly divided into two classes: white-box attacks, which
have access to the internals of the model (in particular, its
gradients); and black-box attacks, which have access only to
the output of the model for a given input.

Adversarial defenses. To improve the performance of the
model under adversarial attack, [41] generated adversarial
examples during training and used them as training samples,
optimizing the loss

Zaav(X,y) = (1 —w) - Zep(f (%), y)
Fw - Zee(f(x), ), ey

where g is the cross-entropy loss, f is the classifier, x is
a training instance with the label y, X is the corresponding
adversarial example, and w is a hyperparameter usually set
tow = 0.5.

This method is particularly convenient if the generation
of adversarial examples is fast [18]. When combined with
stronger attacks, it provides a powerful baseline for adver-
sarial defenses [33], and is often utilized as part of defense
procedures.

Many works introduced improvements over regular adver-
sarial training by applying stronger attacks during the adver-
sarial training phase, including using Voronoi cells instead
of e-balls [23], adding adversarial noise to all the activa-
tions [30], using a learning-to-learn framework [21, 50], or
increasing the attack strength based on some heuristic [3, 44].

TRADES [55] uses a batch of randomly perturbed inputs
to better cover the neighborhood of the point. Together with
replacing Zeg(f(x), y) in (1) by Zep(f(x), f(x)), this
provided a significant improvement over standard adversar-
ial training. MART [45] further improves defensive perfor-
mance by treating the misclassified examples separately.

Randomization of the neural network can be a very
powerful adversarial defense. [59] improved robustness by
reducing the distance between two samples differing by a
normally distributed variable with a small variance. [57]
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added normal noise to the input, which was shown to reduce
the Kullback-Leibler divergence between the clean and the
adversarially-perturbed inputs. [35] studied the theoretical
bounds of adversarial robustness of randomized classifiers.

Another random-based defense based on adversarial train-
ing is parametric noise injection (PNI) developed by [20].
PNI improves network robustness by injecting Gaussian
noise into parameters (weights or activations) with learned
variance. [58] extended the idea of PNI to colored noise
injection (CNI) by injecting low-rank multivariate Gaussian
noise instead of white noise:

€ ~ N(0,X) (2)
T =A+VV, (3)

where A is an N x N non-negative diagonal matrix, and V
is an N x M matrix. Both matrices are learned during the
training using the reparametrization trick [24]. At inference
time, a noise vector sampled from the learned distribution is
added to activations, weights, or both. In our work, we focus
on weight noise injection, which usually achieves higher
adversarial robustness.

[1] observed that many defense strategies do not improve
robustness of the defended network but rather obfuscate
gradients, making gradient-based optimization methods less
effective. They identified common properties of obfuscated
gradients and organized them in a checklist. In addition,
they proposed techniques to overcome common instances
of obfuscated gradients — in particular, approximating non-
differentiable functions with a differentiable substitute and
using averaging on the randomized ones.

Randomized smoothing [12], as noted above, is a method
for increasing the robustness of a classifier by averaging its
outputs over some random distribution in the input space cen-
tered at the input sample. [ 12] showed that randomized smooth-
ing is useful for certification of the classifier [46] — that
is, proving its performance under norm-bounded input per-
turbations. Notably, they demonstrated a tight bound on L,
certification using randomized smoothing with normal dis-
tribution. Consequently, [37] used the smoothed classifier to
generate stronger “smooth” adversarial attacks and utilized
these for adversarial training. Such training allows the gen-
eration of a more accurate base classifier and, as a result,
improves certified robustness properties. Certifying against
{0 perturbations, however, is a significantly harder task [4, 6,
27, 53, 60]. In particular, the state-of-the-art certified accu-
racy is 30.5% for € =8/255 [56] and 62.6% for € =2/255 [6].

3 Randomized smoothing and implicit
regularization

In what follows, we start with a definition of inference smooth-
ing, and propose two methods for the aggregation of the

samples: prediction smoothing and soft prediction smooth-
ing. Finally, we show a relation between optimization of the
smoothed classifier and optimization of the base classifier
under implicit regularization. Adversarial perturbations are
discussed in Section 4.

3.1 Inference smoothing

Let Fp : R* > R?Ibea map assigning, for each input
x € R", logit for each y € #/. In addition, let fy : R" — &
be a classifier assigning, for each input x € R”, the most
likely class in y € % according to Fy:

Jo(x) = argmax Fp(x), “
ye¥

For some random variable n € R" with density function

p(n), we define smoothed classifier fp : R* — %, a map

assigning to an input x the class that the base classifier fy is
most likely to return for x under random perturbation n:

fo(x) = arg max Pylfox+1) =yl = ()

= arg{gg;/dnp(n)ﬂ [fo(x+mn) =yl =
TR (©)

argmax [ d 1
gye@/ np(n)
RV[
arg max Fyp v(X+1n) = ,
|: gy’e?y 0,y( 7]) yj| @
where Fy v : R" — R is the y’ element of logit vector Fy.

fo can be generalized to use an arbitrary voting function
of logits V) : R > R:

fo' (%) = argmax / dnp()Vy (Fp(x + 1), ®)
ey

from which (7) can be acquired by taking V) to be the

following indicator function:

Vy(Fp(x+1) =1 [arg max Fp (X + 1) = y} ,
e 9)

In the case when the base model’s parameters are ran-
domised as in [58], we generalise fy further to integrate over
all sources of randomness:

fi ®) = argg;a@x f f dnydng py, (Nx) Py (g) Vy
RIOI R?
(Fo+qy (X + 115)), (10)

where 7, € R", 5y € RI®! are some random variables with

density function py_ (1), py, (g)-
Similarly to how smoothing ((7)) utilizes the neighbor-
hood of the input point X to make a more informed prediction,
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generalized smoothing (10) can be seen as using the neigh-
borhood of the base classifier fy in the parameter space to
make an even more informed prediction.

Since the integral (8) is intractable, it is usually approxi-
mated using the Monte Carlo method, i.e., by averaging over
a number of points sampled independently from each dis-
tribution. Note that while the output of the classifier fpy,
(x + ny) is a random variable, the output of fo is a deter-
ministic function of x, which depends on the distributions
of ny and ny. As the Monte-Carlo approximation is depen-
dent on the sampling, there is some randomness where fy
is computed using this process. Nonetheless, given enough
samples, our approximation should converge to the true
value of fg. We denote by M the number of samples used
for Monte Carlo approximation. Under this approximation,
the most general form of the smoothed model output is

M
fy (%) ~ arg max >V (Fyx)), (11)
YET o

where we denote Fé x) = FH% (x+nb).

We study two different implementations of smoothing,
differing in their voting function V): prediction smoothing,
and soft prediction smoothing.

Computational complexity Computation of the expression
((11)) consists of several steps for each of the M samples.
We first sample noise for x from a Gaussian distribution. In
addition, we sample a low-rank Gaussian noise € for each
tensor in #, by sampling

€4~ N0, Inxn) (12)
60’\’!/1/(0, Ik xk) (13)
€ = A%e; + Ve,. (14)

We then continue to compute the output of the network for
the sampled x and 0. Finally, after calculating predictions
for each of M samples, we compute the value of the voting
function Vy for each y € %'. When compared to the ran-
domized smoothing previously discussed by [12] and [37]
for certified robustness, the only computational overhead is
sampling noise for #. This process is negligible when com-
pared with network computation, and thus total complexity
for all three smoothing approaches can be well approxi-
mated as M times the complexity of the single inference.

3.1.1 Prediction smoothing
The simplest possible way to aggregate predictions is to per-

form prediction voting, i.e., to output the most frequent pre-
diction among the samples, or, equivalently, to approximate
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(7) directly using the Monte Carlo method. In this case, V,
is the same as in (9):

Vy(Fi(x) =1 [arg max Fj () = y} ,
e vew 0 (15)

Algorithm 1 Inference smoothing prediction (Section 3.2).

Input x: image to be classified

Input 2/ the set of possible classifications
Input M: number of Monte Carlo samples
Input Vj: voting function

Input #: base model parameters

Input »,: input noise random variable
Input ny: parameters’ random variable
Output y: classification for x

Compute logit vector for Monte Carlo samples:
form < 1to M do
ny < Sample(ny)
ng < Sample(ng)
Om < Fyyr(x+05)
end for
Compute classification probabilities:
for y' € # do
py < ﬁ Z%:l Vy (Om)
end for

: return y = arg max p,/
e Y

R AN R S

—_ =
—_— o

yielding the following smoothed classifier

M
...V l
f, (X) = arg max 1|argmax F, ,(x) = )
9 (X) gyegyizl [ gy,e@ 9,y (%) y} 06

In this form, randomized smoothing was previously dis-
cussed by [12] and [37] for certified robustness.

It is important to emphasize that this voting scheme only
considers the classification of each of the M samples, dis-
carding the predicted probabilities of each class. From now
on, we use this voting method unless otherwise specified.
In Section 5 we show that in various configurations, tak-
ing M predictions into account is a viable method to increase
the classifier’s accuracy on both clean and adversarially-
perturbed inputs.

3.1.2 Soft prediction smoothing

Alternatively, we can calculate the probability expectation
for each class and use the results for prediction generation.
In this case, we take Vy to be the y element of the output
vector of the softmax function:

Vy(Fy(x)) = [softmax(F}(x))1y, a7
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yielding the follow;jg smoothed classifier E[ +P [ fo(xi + 1) = )’z]
~ ; — max P X;+1)= 23
fy x) = argma@xZ[softmax(Fé(x))]y. (18) VeD a[foxi +m) = ']]. (23)
ye .
i=1

A similar method was mentioned by [37] as a way to
apply adversarial training to a smoothed classifier. We provide
a comparison of the two in Section 4.2. Since the proba-
bilities for each class are now differentiable, the classifier
can be trained end-to-end using smooth predictions. As
opposed to prediction smoothing, we now fully consider the
predicted class probabilities of each of the M samples.

Soft smoothing, however, is a weaker adversarial defense
than prediction smoothing. Even if the attack is not success-
ful, the probability of competing classes increases, which
means that even an unsuccessful attack on a base model
impacts the prediction of the smoothed model. Therefore,
we do not use this kind of voting as a defense; nevertheless,
in Section 4.2 we describe how this method can be used to
create stronger attacks for adversarial training.

3.2 Relation to implicit regularization

We now show that optimizing the smoothed classifier is
strongly related to optimizing the base classifier under implicit
regularization. This relation is our motivation for investigat-
ing the effect of smoothing over a CNI base model.

In the case of prediction smoothing (or other cases in
which V is not differentiable), we cannot train the smoothed
model directly. Therefore, we would like to train the base
model to optimize the loss of the smoothed model. For this,
we estimate the loss function of the smoothed classifier with
an expression that can be calculated at training time.

To this end, we use the 0-1 loss of n training samples.
Denoting fp as in (7), the loss

n
L1 =Y _ Lo Oir fox)), 19)
i=1
with the pointwise terms
Cor0is foxi)) = 1=1[y; = argmax Py fo(xi+1) = y]],
y
(20)

is minimized over the model parameters #. We can approx-
imate the indicator as

1[y; = argmax Py[ fo(x; + ) = y]] =
ye¥

(21)
= 1[Py[foxi +m) = i]
2 mex Pl foxi +m) =yl ~ 22

where we approximate the Heaviside function L[x > c]
on an interval [0, 1] with a better-behaving linear function
(x=c+D/2,

We now show a relation to training the base model under
perturbation:

- 1
o1 (yi, fo(xi)) =1 — 5[1 +Ep (L[ foxi +m) = yi]]

—} max B, Ey L[ foxi +m) = y'1]] =

- 5[1 — B[ foxi + ) = yi]]

E,[1 i =y'1].
o, Bl =yl

Weritten in this form, the 0-1 loss is now amenable to Monte
Carlo approximation; however, working with a non-convex
loss is still problematic. We, therefore, bound the maximum
over the expectation by the expectation of the maximum,

1

5[1 —Ep[1[ foxi +m) = il

+E,[ max 1[fax; + 1) =']]]
V' eX\yi

o1 iy fo(xi)) <

1
= EE"[I — 1 foxi +m) = yi]

+ z+ ==
max foxi +m) =y]] 03)

Since the classification events are disjoint, only one of
. — / .

1[fo(xi + 1) = '] is non-zero and thus we can replace the

maximum over the indicators with a sum:

max 1 X +1n) =
Jmax [foxi +n) =]

Yo U fexi+m) =]
Y€ \yi
1= 1[fo(xi +n) = yi], (26)

acquiring

~ 1
o1 (vi, foxi)) < E]E”[l — 1 foxi +n) = yi]

H-1[fpxi+m=xll= o

= B, [1 = 1 foxi + ) = yi]]
= Ey[Lo1 i, fo(xi +m)], (28)

which is the 0-1 loss of the base classifier under Gaussian
perturbation. In addition, for the ¢-th layer, we can rewrite
the network inference as

F(x;) = F 0 Fi(xi) = Fa(x;), (29)
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where Fp denotes the first £ — 1 layers and F, stands for
the rest of the network. Repeating the computation for F;
with noise injection into Fi(x;) = x; instead of F' with
noise injection into x; shows that implicit regularization in
the form of injecting Gaussian noise into the activation in
any layer should help to minimize the loss of the smoothed
classifier. Thus, we study an application of smoothing to
CNI [58] — a family of models that inject noise as an
adversarial defense, expecting that both the base model and
the smoothing process would benefit from noise injection.

4 Adversarial robustness of smoothed
classifiers

We now discuss the robustness of a smoothed model under
adversarial perturbations, and specifically attacks that target
the smoothed classifier, which we denote as “smoothed
attacks”. We first discuss how adversarial attacks can be
produced for smoothed classifiers, and then consider how
the soft smoothing scheme described in Section 3.1.2 gives
rise to smoothed attacks. Finally, we show a relation between
random noise injection and random gradient obfuscation.

4.1 Adversarial attacks on smoothed classifiers

We now examine the robustness of a smoothed model
under adversarial perturbations. For an adversarial attack to
be successful on a smoothed classifier fov (x), it needs to
achieve high probability of misclassification both for some
set of inputs in the neighbourhood of the original one and
for some set of models in the neighborhood of the base
model fp(x) (since it is averaged over both). While due
to transferability of the attacks [32] this is still feasible,
producing such attacks requires optimizing over multiple
models and inputs and, as a result, is more computationally
expansive.

In the case of white-box attacks, we propose two methods
for attacking smoothed classifiers, and specifically for non-
differential voting functions such as in prediction smoothing
(16). Our first approach is to make use of PGD attacks on the
base classifier while compensating for the noise injection of
the smoothed model; i.e, at each step we sample a single
input and the smoothed model’s network and optimize our
attack to fool this specific sample. We consider such attacks
an immediate extension of PGD for models that use noise
injection in their prediction, and compare their performance
with classic PGD attacks on models that do not use noise
injection. Secondly, in Section 4.2 we propose to utilize
smoothed attacks. We test the performance of smoothed
attacks on our model and employ them as a part of fine-
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tuning adversarial training. When compared to PGD attacks
with the same number of steps, the complexity of smoothed
attacks is higher as they take into account multiple networks
and inputs in each step.

4.2 Smoothed attacks

Since the smoothing of the classifier is utilized as a tool
for improving adversarial robustness, the natural idea is to
try to target the smoothed classifier rather than the base
model in adversarial attacks. In the case of soft smoothing,
the output of the smoothed classifier is differentiable and
can be used as a source of gradients for white-box attacks.
[37] discussed this family of attacks as a way to improve
the generalization of a base model and improve the certified
accuracy of a smoothed model.

We consider adversarial training with smoothed attacks
as a method to optimize the smoothed model directly via
training the base model. As such, we expect smoothing
to be more effective for a base model trained with these
attacks.

Comparison of smoothed attacks In addition to
SMOOTHADVpgp attacks proposed by [37], we consider
PGD attacks where the gradients are computed based on
several randomized samples, which we denote as expectation
projected gradient decent (EPGD) attacks. An important
distinction between the SMOOTHADVpgp attack considered
by [37], and EPGD is the order of the averaging and the
loss operator when computing the gradients for the attack.
For cross-entropy loss and M samples this amounts to:

LsmoothAdv (X, )

M
= —log (% Z [softmax(Fy(x))1y) vs. (30)
i=1
ZEpGp (X, y)
| M
== Z log ([softmax(F (x))]y). 31

i=1

EPGD attacks can be considered a version of the EOT
(Expectation over Transformation) family of attacks sug-
gested by [1]. Since EOT aims to neutralize the effect of
random gradient obfuscation in the model’s defense, we
expect EPGD to be more efficient than SMOOTHADVpGp.
In addition, EPGD attacks arise naturally by taking the gra-
dient of the soft prediction smoothing scheme in (18). Since
these attacks directly target the smoothed classifier, we both
test their performance on our model and in use in adversarial
training during fine-tuning.



Adversarial robustness via noise injection in smoothed models

9489

4.3 Random gradient obfuscation via noise injection

To get some intuition on the effect of noise injection on
adversarial attacks, we first perform an analysis of a sim-
ple classification model — a support vector machine (SVM)
f(x) = w-x+ b with the parameters w and b. Specifically,
we consider the formulation of an SVM under adversar-
ial attacks with zero-mean random noise injected into the
input. We assume that the attacker is aware of this noise,
but is limited to observing the effect of a single realization
thereof.

Algorithm 2 Soft smoothing adversarial training (Section
4.2).

Input (X, Y): Training dataset

Input £: loss function

Input N: Number of epochs

Input B: Number of Batches in epoch
Input A: learning rate

Input p: norm number for the attack limit
Input «: step size for the attack

Input €: norm limit for the attack

Input M: number of Monte Carlo samples
Input 5,: input noise random variable
Input 54: parameters’ random variable
Input 6: base model initial parameters
Output 0: base model final parameters

1: for epoch = 1to N do

2 fori =1to B do

3 dgpGp < 0

4: XEPGD < X;

5: for k =1to K do

6: Compute gradients for Monte Carlo samples:
7 g <0

8: form =1to M do

9: 0% < Sample(ny)
10: g < Sample(ny)

11: V" < fo+yy Kepcp + 1%
12: g < g+ 3Vl yi)
13: end for
14: Update dgpgp and XgpGp:
15: dEpGD < dEPGD + o - ﬁ
16: XEPGD < Xi + € - Hﬁ;‘jggp I
17: XgpGp < clip(XepGp, 0, 1)
18: end for

19: np < Sample(ny)
20: Vi < fo ) (XEPGD)
21 0 <—0—x-Vol i, )
22: end for
23: end for

24: return 6

We start from the expectation of the SVM objective over
n data points:

n
fg‘fM =E, max ZReLU[l —yi(w-(xi +n; —8;) —i—b)],
i=1

(32)

where 7 is the injected noise and § is the adversarial noise.
Applying Proposition 4 from [51] (with § = § — » and
r = 0), we rewrite (32) as

,ZS""/SM =E, maaxw~ (8 —r;) —i—Z ReLU|:1 —yi(W-X; —|—b)i|
i=1
(33)

Since the expectation of 7 is 0, the expectation E, [w . 17] =
0, leading to
n
= max w - § + ZReLU[l — yi(w-x; + b)], (34)
i=1
which is nothing but the SVM objective under adversarial
attacks, without the injected noise.

Thus, the expectation of an adversarial attack will not
change due to the noise injection, and even if the attacker
is aware of the injected noise, it is unclear how to devise a
better strategy to breach the defense effect provided by the
noise injection.

5 Experiments

We now present an empirical evaluation of the proposed
method. We start with a comparison of our method to previous
art in multiple settings, followed by an extensive ablation
study both of the smoothed attacks and the fine-tuning meth-
ods described in Section 4.2.

To investigate the effectiveness of the proposed method,
we conducted experiments on CIFAR-10 and CIFAR-100

Table 1 Results on CIFAR-10 with ResNet-20 under PGD attack
Method Accuracy, %

Clean PGD-7 PGD-10
Adversarial training 1331 83.04 4244 36.76
PNI [20] 84.89 4594 43.24%
CNI [58] 78.48 48.84 46.52
TAAT (trained on k=10) [3] 87.26 - 43.08
Randomized smoothing [37]F 67.92 45.88 45.32
Smooth adversarial training (no noise) 83.04  42.61 36.85
Smooth adversarial training 81.64  49.63 43.49
Smooth CNI (no noise) 84.46 53.31 49.79
Smooth CNI 81.98 56.20 53.10

The smoothed models use M = 512. ¢ = 0.24 for Smooth CNI,
o = 0.3 for smooth adversarial training, and o = 0.00 for the no-
noise settings in both cases. For comparison with [37] we applied
the smoothing to their best-performing checkpoint provided by the
authors, on ResNet-110. PGD-k refers to the PGD attack with k
PGD iterations. T denotes our results based on code provided by the
authors or our re-implementation. * denotes our results based on the
checkpoint provided by the authors
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Table 2 Results on CIFAR-100 with Wide-ResNet28-4 (top part),
Wide-ResNet28-10 (middle) and Wide-ResNet34-10 (bottom) under
FGSM and PGD attacks

Table 3 Comparison of our method to prior art on CIFAR-10 with
Wide-ResNet28-4 (top part), Wide-ResNet28-10 (middle) and Wide-
ResNet34-10 (bottom) under PGD attack

Method Accuracy, % Method Accuracy, %
Clean FGSM PGD-10 PGD-20 Clean PGD-10 PGD-20
Adversarial training 331 56.6 26.87 17.49 15.41 Adversarial training [33] 86.08 40.36 36.10
Smooth adversarial training  56.17  27.86 17.9 15.64 PNI [20] 84.54 55.52 47.29
PNI [20]" 54.63 3648 23.86 18.54 CNI [58]" 84.44 55.32 47.7
CNI [58]" 5346 3842 24.71 20.80 Smooth CNI (ours) 85.81 60.30 52.08
Smooth CNI (ours) 61.73 4451 28.57 22.53 Feature Matching [29] 85.21 - 52.95
Feature Matching [29] 59.51 3449 31.68 31.11 Adversarial training [33] 87.56 54.2 52.0
TAAT [3] 68.1 - 26.17 - PNI [20] 85.89 56.88 49.86
Free [39] 62.13 - - 25.88 CNI [58]" 86.44 57.15 50.22
TAAT [3] 91.3 48.53 -
Smoothing uses M = 64 with 0 = 0.04 for Smooth CNI, and CSAT [38] 87.65 54.77 -
o = 0.02 for smooth adversarial training TRADES [55]* 84.92 54.8 53.16
RNN-TRADES [50] 84.21 56.35 -
[26] under white-box and black-box attacks for ResNet- DAT [44] 85.03 48.07 42.07
20 [19], Wide-ResNet28-4, Wide-ResNet28-10 and Wide- MART [45]F 83.62 57.3 571

ResNet34-10 [54].

Notations In all our experiments, we denote by M the
number of samples used for Monte Carlo approximations
of the smoothed model, o the standard deviation for the
input noise injection, i.e ny ~ A47(0,0 - I), k the number
of optimization iterations for the attacks and € the norm
limitation for the attacks.

Experimental settings We considered two different base
models: adversarially-trained CNNs [33] and CNI [58].
While smoothing applied to adversarially-trained models
improved adversarial robustness [37], using CNI as the base
model provides significantly larger performance gains.

1.0
—— Smooth CNI
—— MART
0.8
>
g
3 0.6
[}
=
3 04
g
el
<
0.2
0.0 : =
0 10 20 30 40 50 60

€

Fig. 1 Accuracy on CIFAR-10 under PGD attack as a function of £,
radius of attack, €. The smooth CNI model is WideResNet-28-4,
and the model for MART is WideResNet-34-10. The smoothing uses
M = 64 and 0 = 0.25. Both models were trained using PGD attacks
with £ = 10 and €5, = 8/255
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Smooth CNI uses M = 64 with 0 = 0.22 during inference. '
denotes our results based on code provided by the authors or our
re-implementation. = denotes our results based on the checkpoint
provided by the authors

For ResNet-20 on CIFAR-10, we used the CNI as the
base model trained adversarially for 400 epochs under
PGD attack with k = 7. For Wide-ResNet28-4 on both
CIFAR-10 and CIFAR-100, we used the CNI model trained
adversarially for 100 epochs under PGD attack with k =
10. In all cases, we used the adversarial training suggested
by [33] and chose the model with the highest adversarial
performance on the validation set.

Table 4 Results on CIFAR-10 with Wide-ResNet28-4 under black-
box transferable PGD attack with k = 10

Method Accuracy, %

M o PGD PGD-trans PGD-s-trans
1 0 40.36 65.53 65.53

1 0 55.32 65.22 65.22

256 0.09 58.33 69.04 68.76

512 0.17 59.59 68.49 69.61

512 0.22 60.30 68.29 69.01

PGD-s-trans denotes the setting when the attack is generated on a
model with smoothing; in this case the o for both generating and
testing the attack is the same. We presents results for adversarial
training (top) and for CNI (bottom)
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Table 5 Results on CIFAR-10 with Wide-ResNet28-4 under black-

box NAttack [28]

Method

Accuracy, %

Adversarial training [33]
MART [45]"

CNI [58]"

Smooth CNI (ours, M = 8)
Smooth CNI (ours, M = 64)

43.75
47.02
42.61
56.76
57.00

Smooth CNI uses ¢ = 0.21 for both models. T denotes our results
based on code provided by authors or our re-implementation.
denotes our results based on the checkpoint provided by the authors

5.1 Comparison to other adversarial defenses

In each case, we compared our best-performing defense instance
without fine-tuning (smooth CNI) to the current state-of-the-
art. We do not include the fine-tuned models in the main
comparison as they were trained on attacks with higher
complexity than the current state-of-the-art. For all the
results, unless stated otherwise, we use the £, radius of

attack € = 8/255.

For ResNet-20 on CIFAR-10, our smooth CNI demon-
strated a consistent improvement of ~7% over the CNI
base model, which is the best existing method for this
case (Table 1). In addition, our smooth CNI substantially
outperformed the randomized smoothing [37] baseline by
~10.3%. For Wide-ResNet28-4 on CIFAR-10, our smooth
CNI showed a consistent improvement of ~5% over the
CNI base model, outperforming the best existing method
by ~3% for k = 10 (Table 3). For Wide-ResNet on
CIFAR-100, the effect of smoothing diminishes for higher
k, with our smooth CNI substantially outperforming prior
art for FGSM, but falling behind for PGD with &k = 10, 20

(Table 2).

Next, we studied the effect of the value of € on the PGD
attack. Figure 1 demonstrates resilience of the smoothing

Fig.2 Accuracy on CIFAR-10
as a function of injected noise
strength on clean data (left) and
under PGD attack (right). The
model is ResNet-20 defended
with CNI. The smoothing uses
M =2"nef0,...,9}. The
shaded area is the standard
deviation of the results over
three runs

9491
—— EPGD, Smooth CNI
0.7 —— EPGD, CNI
—— SMOOTHADVpgp, Smooth CNI
—— SMOOTHADVpgp, CNI
306 PGD, Sm
& , Smooth CNI
g PGD, CNI
=
3 0.5
g
5
<
0.4
0.3 -
10! 10°
k-M

Fig. 3 Accuracy on CIFAR-10 under PGD, EPGD and
SMOOTHADVpgp attacks as a function of the number of attack steps,
k - M. The model is WideResNet-28-4 defended with CNI. The
smoothing uses M = 1, 8 and 0 = 0.24. EPGD and SMOOTHADVpGp
attacks averaged the gradients over Mpsckward = 8 samples in each
attack iteration. All the attacks run with 3 random restarts. The shaded
area is the standard deviation of the results over three runs

effect for high-e attacks with a CNI base model. The
degradation of existing models is significantly stronger for
€ > 20/255. For example, smooth CNI achieves 13.1%
accuracy for € = 35/255 and 5.3% accuracy for € = 45/255,
outperforming current state-of-the-art by 6% and 3.7%,
respectively. Moreover, a similar effect appears when using
low values of €. We conjecture that MART [45] is more
sensitive to changes in € between training and testing,
thus showing similar accuracy for values close € = 8/255,
but worse performance compared to smooth CNI otherwise
(Table 3).

We tested our defense against black-box attacks: the
transferable attack [32] and NAttack [28]. For the transfer-
able attack, we trained another instance of the CNI base
model and used it as a source model in two configura-
tions: PGD with and without smoothing. We present the
best-performing instances of smooth CNI defense (Tables 4

0.8
0.7
1 sample
> —— 2 samples
£0.6 4 samples
3
E’ —— 8 samples
05 16 samples
—— 32 samples
64 samples
0.4/ —— 128 samples
256 samples
512 samples
0.3
0 0.1 0.2 0.3 0.4 050 0.1 0.2 0.3 0.4 0.5
Injected noise standard deviation Injected noise standard deviation
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Table 6 Comparison of our method to prior art on CIFAR-10 (top)
and CIFAR-100 (bottom) with Wide-ResNet28-4 under PGD attack,
with and without fine-tuning

Method Accuracy, %
Clean PGD-10 PGD-20

Smooth CNI (o = 0.22) 85.81 60.30 52.08
Smooth CNI (k = 80) (o = 0.28) 87.24 64.30 55.64
Smooth CNI-EPGD (o = 0.3) 87.53 64.31 55.19
MART [45]* 83.62 57.3 57.1
MART (k = 80) 83.94 59.4 574
Smooth CNI (o = 0.04) 61.72 28.57 22.53
Smooth CNI (k = 80) (o = 0.21) 55.14 33.34 28.42
Smooth CNI-EPGD (o = 0.22) 54.13 33.45 28.60
Feature Matching [29] 59.51 31.68 31.11

Smooth CNI uses M = 64 for all models and the o value is specified
for each model. During the fine-tuning, k = 10 and M = 8§ were
used for the EPGD setting, and k = 80 for the high k setting. For
comparison, we show the results for current state-of-the-art [29, 45]
with and without fine-tuning on high k

and 5). For the transferable attack, we conclude that the per-
formance of the model is independent of the smoothing of
the source model. Our method showed a consistent improve-
ment of ~4% over the CNI base model. The NAttack com-
parison shows that our method substantially outperforms
previous art and the baselines by at least 10%.

5.2 Ablation study

We now turn to an ablation study of our method. In
Section 5.2.1 we show the dependence of smoothing on the
sampling hyperparameters, namely, the number of samples
M and the injected noise standard deviation. In Section 5.2.2

Accuracy

Accuracy
)

—— 1sample —— 32 samples

2 samples 64 samples

0.4 4 samples —— 128 samples

—— 8 samples 256 samples

16 samples 512 samples

0'%).() 0.1 0.2 0.3 0.4 0.5
Injected noise standard deviation

(a)

Fig.4 Accuracy on CIFAR-10 as a function of injected noise strength
on clean data (left) and under PGD attack (right). The model is ResNet-
20 defended with CNI and fine-tuned on PGD with k = 56. The
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we compare the effectiveness of the PGD, EPGD and
SMOOTHADVpgp [37] attacks on our smooth CNI model.
In Section 5.2.3 we conduct a performance comparison of
the smoothed models described in Section 4.2. In particular,
we compare our fine-tuned models to the current state-of-
the-art with similar fine-tuning.

5.2.1 Sampling

In Fig. 2 we compared a different number of Monte Carlo
samples: M = 2", n € {0,...,9}. For each value of M,
we considered multiple noise standard deviation values in
the range of [0, 0.5]. The selected upper bound corresponds
to significant degradation of the model performance. We
observe that the accuracy increases for a larger M across all
values of noise variance. Accuracy of all models on clean
data drops as the noise variance increases, with maximal
clean accuracy achieved for almost zero noise variance. In
addition, all the models achieve their maximal adversarial
accuracy for the same value of noise variance, for which
most values of M show improvement in clean accuracy
when compared to a single sample (M = 1) defense
without noise. Hence, smoothing improves both clean and
adversarial robustness, with the clean-adversarial trade-off
controlled by the noise variance.

5.2.2 Comparison of attacks

In Fig. 3 we compared the adversarial accuracy of the PGD,
EPGD and SMOOTHADVpgp [37] attacks on the CNI base
model and our smooth CNI with M = 8 samples. Since
EPGD and SMOOTHADVpgGp attacks with kK PGD steps and
M samples require computing the gradients k - M times,
these attacks require an amount of computation similar to
a PGD attack with k - M steps. Therefore, we compare the

0.8

0.7

0.6 =

0.4

O'{’).() 0.1 0.2 0.3 0.4 0.5
Injected noise standard deviation

(b)

smoothing uses M = 2", n € {0,...,9}. The shaded area is the
standard deviation of the results over three runs
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Smooth CNI prediction
0.5{ — Smooth CNI soft prediction

Smooth CNI-EPGD prediction
Smooth CNI-EPGD soft prediction
0.4y Smooth CNI-high-K prediction
Smooth CNI-high-K soft prediction

%30 01 02 03 04 05
(@)

Fig. 5 Accuracy on CIFAR-10 as a function of injected noise
strength on clean data (left) and under PGD attack (right). The
model is ResNet-20 defended with CNI, with different smoothing and

0.8
— CNI
—— Smooth CNI
0.6 Adversarial training
? . —— Smooth adversarial training
E
S
®
= 04
g
g
]
< 02
0m 10! 10° 10°
k- M
(a)

Fig.6 Accuracy on CIFAR-10 under PGD or EPGD attacks as a func-
tion of the number of attack steps, k - m. The model for MART is
WideResNet-34-10 and the rest are WideResNet-28-4; all models are
fine-tuned on PGD with k = 80. EPGD attacks are only used when

0.8

0.7

0.6

0.5

0.4

O'B.O 0.1 0.2 0.3 0.4 0.5
(®)
fine-tuning methods. The smoothing uses M = 8 for all the meth-

ods. All the attacks run with 3 random restarts. The shaded area is the
standard deviation of the results over three runs
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- 06 —— MART, PGD
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©
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>
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specified, and the gradients are averaged over Mpackward = 8 samples
in each attack iteration. The smoothing uses M = 8 and o = 0.25. All
the attacks run with 3 random restarts. The shaded area is a standard
deviation of the results over three runs

0.5
—— CNI, PGD
—— Smooth CNI, PGD
0.4 Smooth CNI, EPGD
oy
©
5
3 03 \
©
8 0.2
2
el
<<
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Fig.7 Accuracy on CIFAR-100 under PGD or EPGD attacks as a function of the number of attack steps, k - M. The model is WideResNet-28-4
defended with CNI and fine-tuned on EPGD with £k = 10 and M = 8. EPGD attacks are only used when specified, and the gradients are averaged
over Mpackward = 8 samples in each attack iteration. The smoothing uses M = 8 and o = 0.25. All the attacks run with 3 random restarts. The

shaded area is a standard deviation of the results over three runs
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adversarial accuracy as a function of k - M (where for PGD,  effective, resulting in higher accuracy than either PGD or
M = 1). We find that EPGD is comparable, but not better =~ EPGD on both models for all values of k - M.
than PGD for large k - M, and worse than PGD for lower PGD attacks are the most effective for lower k - M,

k - M. Moreover, we find that SMOOTHADVpgp is even less but converge to the same value as EPGD attacks without

Clean Adversarial Smooth adversarial CNI smooth CNI

True label: automobile Predicted label: ship

True label: dog

True label: airplane Predicted label: deer  Predicted label: airplane Predicted label: ship Predicted label: airplane

Fig. 8 Visualization of attacks. For each attack we present the adversarial image produced via PGD attack, the normalized perturbation (Ax/e),
and the predicted label
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smoothing. In contrast, SMOOTHADVpgp converges to
higher accuracy for both models. These results could
indicate that EPGD makes better use of the information
encoded in the multiple samples, so much so that it produces
an attack comparable to PGD with I/m of the required
iterations. As such, SMOOTHADVpgp is less useful than
EPGD for empirical evaluation, and we continue to compare
EPGD with PGD.

In addition, for all three attacks types, the accuracy on
smooth CNI is higher when compared to the base model.
The improvement, however, is more substantial for EPGD
and SMOOTHADVpgD, suggesting that EOT [1] or similar
attacks do not produce a significant decrease in the adver-
sarial accuracy of our smoothed model. Therefore, while
some of our method’s effect may result from random gradi-
ent obfuscation, the obfuscation cannot be easily exploited
to undermine our method.

5.2.3 Fine-tuning

In addition to the adversarially-trained CNI [58], we trained
two models obtained by fine-tuning the CNI base model,
one of which was trained with the soft smoothing training,
as described in Section 4.2. For comparison, the second
model was similarly fine-tuned with a PGD attack. For the
PGD attack, we multiply k by M to get a computational
complexity similar to EPGD. We chose to limit the number
of samples of the EPGD attack to M = 8, since any further
improvement of the resulting model is offset by the increase
in computational complexity.

We compare the effect of fine-tuning on our models
on CIFAR-10 and CIFAR-100. Surprisingly, the results for
both types of fine-tuned models were almost identical. As
summarized in Table 6, in terms of adversarial accuracy, the
smooth fine-tuned models improved by ~4% on CIFAR-10
and ~5-6% on CIFAR-100. In contrast, for MART, fine-
tuning showed only a ~2% improvement on CIFAR-10. To
conclude, our fine-tuned models significantly outperform
the fine-tuned MART [45] and Feature Matching [29]
models, achieving state-of-the-art results for k = 10 on both
CIFAR-10 and CIFAR-100.

In Fig. 4, we evaluated the impact of noise injection
variance for different numbers of samples on a ResNet-20
model defended by CNI and fine-tuned on PGD with k =
56. We conclude that both clean and adversarial accuracy
are maximized for zero or almost zero variance, in contrast
to Fig. 2 where the adversarial accuracy is maximized at
non-zero variance.

Figure 5 demonstrates that there is a single optimal
value of noise strength for each base model, independent
of the smoothing method. This indicates that for each such
model, there should be an optimal variance of the injected
noise.

In Figs. 6 and 7, we show the decay of the smoothing
effect for high k attacks both with a CNI and adversarial
training as the base model. Due to this decay, the significant
performance boost for lower values of k vanishes for larger
values of k. Moreover, the same effect appears for the CNI
base model, even without the application of smoothing. For
CIFAR-100, however, the gap between CNI and smooth
CNI is not entirely closed, even with the extreme value of
k = 4000. In addition, while for CIFAR-10, EPGD shows
the same performance as PGD given enough iterations, for
CIFAR-100, EPGD manages to break the smooth defense in
instances where PGD is incapable of doing so (Fig. 8).

We define a minimal k to break the defense, k., as
a value for which adversarial accuracy is at most 0.5%
higher than the minimum value (as a function of k). For
adversarial training on CIFAR-10, this value is k. = 40,
while with smoothing, it increases to k. = 100. CNI pushes
the minimum further (k. = 500 without smoothing and
ke = 900 with smoothing). MART, on the other hand, is
barely affected by the increased number of iterations, with
ke = 25.

6 Conclusions

This paper proposed a novel inference-only method for
improving empirical adversarial robustness by taking into
account the spatial information in the area of the data points.
We showed that the proposed method could manage changes
in € better than previous state-of-the-art approaches, such
as MART. As our theoretical results in Section 4.3 suggest,
however, the smoothing performance is highly dependent on
k, the number of the attack iterations. Applying smoothing
over a CNI base model achieved state-of-the-art results for
FGSM and PGD with £ < 10 on CIFAR-10 with a decline
in robustness for large values of k. In addition, smoothing
shows high efficiency against black-box attacks, achieving
a significant increase over the current state-of-the-art for
NAttack on CIFAR-10 as well as improvement over the CNI
base model for transferable attacks. For both white-box and
black-box attacks, these results require only a small number
of samples, M.

We conclude that smoothing offers a practical trade-
off between the inference time and model performance for
these configurations. In addition, while smoothing can be
incorporated into any adversarial defense, we have seen
that for the CNI base model [58], is essential for it to be
effective, which aligns with our theoretical results in (28).

Nevertheless, as there is a noticeable decline in the
performance for attacks with higher k values, we believe
that some of our method’s effect may indeed result from
random gradient obfuscation. The usual ways of overcom-
ing gradient obfuscation, such as estimating the expectation
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of the gradient [1], however, did not produce a signifi-
cant decrease in adversarial accuracy without a substan-
tial increase in computational complexity. Moreover, we
note that the same effect appears in the base models we
used [20, 58] and, to the best of our knowledge, no effi-
cient attack to exploit this kind of obfuscation has been
proposed yet.
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